Co3pnaHue n HacTpouka ACL (Access Control List) ana Oracle11 u Bbliwe

MoapobHo onucbiBaeTcs B cTaThbe:
http://blog.whitehorses.nl/2010/03/17/oracle-11g-access-control-list-and-ora-24247/

Onsa Toro 4Tobbl MOXHO GbIN10 Mcnonb3oaTh naketsl UTL_MAIL, UTL_SMTP, UTL_HTTP, UTL_TCP
HY>XHO AaTb paspeLleHns Ans nonb3oBaTtens, u3-nog kotoporo 6yaet paboTta ¢ nakeTamu.

Cam no cebe ACL cosgaetcs kak xml-chavin n aToT bann ganee Ucnonb3yeTcs Kak KIio4YeBOe 3HaYeHne
B npoueccax AocTtyna, 4obaBneHuns 1 yaaneHus NpuBumierin.

Bot Tak cosgaem ACL n gaem npaBa Ha Bce XOCTbl noA nobbiMm noptom ¢ 1 no 10000, rae
principal — aTo nonb3oBarenb.

BEGIN
DBMS_NETWORK_ACL_ADMIN.CREATE_ACL(
acl => 'NETWORK_ACL.xml',
description => 'ACL FOR SEND BY SMTP',
principal => 'URAPORT",
is_grant => true,
privilege => ‘connect'

);

DBMS_NETWORK_ACL_ADMIN.ASSIGN_ACL(acl => 'NETWORK_ACL.xml',
host => "',
lower_port => 1,
upper_port => 10000);

commit;
END;

Y106b1 4O6aBUTL NONb3oBaTenNs B JIUCT:

BEGIN
DBMS_NETWORK_ACL_ADMIN. add privilege (
acl => 'NETWORK_ACL.xml',
principal => 'URAPORT_2',
is_grant => true,
privilege => ‘connect'

);

commit;
END;

Y106bI yaanutb ACL, BbINONHUTL criegylowWwmi 3anpoc:

BEGIN
DBMS_NETWORK_ACL_ADMIN.DROP_ACL(
acl =>'NETWORK_ACL.xml");

commit;
END;

MoxeT noHago6uTcAa aaTtb pa3pelieHnsa Ha BbiNOJIHEHUE NAaKeTOB:
GRANT EXECUTE ON UTL_SMTP TO TEST

/
GRANT EXECUTE ON UTL _TCP TO TEST


http://blog.whitehorses.nl/2010/03/17/oracle-11g-access-control-list-and-ora-24247/

MocmoTtpeThb Kakne ectb ACL:
SELECT ANY PATH

FROM RESOURCE VIEW
WHERE ANY PATH LIKE '/sys/acls/%.xml'

MocMoTpeTb, KakMe XOCTbl paspelleHbl ans ACL:
select HOST,LOWER PORT,UPPER PORT,ACL from DBA NETWORK ACLS;
MocMoTpeTb NpuBUNErMn BblaaHHbIe ANs Nonb3oBaTeneun:

select ACL, PRINCIPAL, PRIVILEGE, IS GRANT, INVERT, START DATE,END DATE from
DBA NETWORK_ACL PRIVILEGES;



